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The website www.superuser.lu is an offer from BEE SECURE and is part of an awareness campaign on the subject of digital
well-being.

This interactive test allows users to reflect on their own daily media consumption. In addition, the site offers suggestions for a
more conscious use of media and screens.

BEE SECURE is an initiative of the government of the Grand Duchy of Luxembourgand is operated by the Service national de la
jeunesse (SNJ) and the consulting service KJT.

LE GOUVERNEMENT
B SRANCEDLEHE DELIREMBOURG Co-financed by the Connecting Europe
Ministére de 'kEducation nationale, Facility of the European Union

de I'Enfance et de la Jeunesse

Service national de la jeunesse

https://www.superuser.lu/en



Question1/ 10

After waking up |l immediately look at my phone to read my messages and check out the
new posts and stories from others.

| always want to be up to date
Sometimes

Social media is not a part of my morning routine

https://www.superuser.lu/en




"1 live for the rush, and want my viewers to be a part of it. 1 would stream
all day if 1 could but 1 can have that blue light messing with my sleep. 1
need to be on top of my game to do what 1 do."

DR Drone is your typical adrenaline junky, streaming one big stunt after the next. He's a
talented engineer building his drones off tutorials he found on the internet. They help
him stream his every move from any angle you desire. His smart glasses allow him to
keep a watchful eye on his surroundings, and feed him the information he needs at
lightning speed.

His technical know-how is his biggest flex but at the same time his biggest weakness
because he relies on it too much.

PHYSIQUE:
FOCUS:

BATTERY LIFE:
TECH-SAVVINESS:




The Tinder Swindler | Official Trailer | Netflix

>

OFFICIAL

https://youtu.be/ R3LWM_Vt70




‘Catfishing on a whole other level': the
shocking story of the Tinder Swindler

https://www.theguardian.com/film/2022/feb/02/tinder-swindler-netflix-documentary-simon-
leviev



Romance Scam (USD)
$350.00

~ Request Now USD
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Romance Scam (Euros)
£307.00

' Request Now Euros
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https://frankahearn.com/romance



'Then it got really weird’, she says.
After setting up a doorbell camera when some packages had gone missing, Louise also put cameras in
her bedroom and home office. It was an idea that had come to her when her husband Michael* started to

become violent and she realised the footage might come in useful.

However, Louise could never have imagined that he would take over the household technology and use it
as another way to terrify her.

Louise’s husband used technology to follow her every move (Picture: Getty Images/Image Source)

Known as "tech abuse’; there are a growing numbers of cases where perpetrators have been caught
using technology to control, harass or intimidate their victims. They hack phones, cyberstalk their victims
and use social media, cameras, or other kinds of technology as means of control.

https://metro.co.uk/2022/01/22/in-focus-how-tech-became-the-latest-tool-for-abusers-
15948155/



[ Are you being stalked online?

Stalkerware typically runs in the background without the affected individual noticing. To avoid the
risk of someone installing stalkerware on your phone, it's important to avoid leaving the device
unlocked and use a complex lock screen password. You should also:

 Check the list of applications on your device to see If unknown programs have been installed
without your consent
« Consider buying a new phone for private communications, If you can afford it

« Don't rush to remove any stalkerware found on your device, as the abuser may notice and it will
remove evidence that you are being stalked. It 1s very important to consider whether the

perpetrator may be a potential risk to your physical safety before determining appropriate action
to take

« Contact local authorities and service organisations that support victims of domestic violence to
gain assistance and help with safety planning.

¢ To find out more from the Coalition Against Stalkerware visit

Helpful links:

If you think you are in danger of tech abuse, Refuge can help. Click for more information.

Or you can call the free 24-Hour National Domestic Abuse Helpline: 0808 2000 247

https://metro.co.uk/2022/01/22/in-focus-how-tech-became-the-latest-tool-for-abusers-

15948155/



Tara Landry
Yes!il

Ada Mercedes Alvarez
Thank so much!

Victims of Narcissistic Abuse

https://www.facebook.com/photo/?fbid=622869495702258&set=a.118276136161599



Model tracked and followed home after
stranger planted Apple AirTag in her coat

¥ Cor

d ‘ Friday 7 Jan 2022 1:01 pm
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Model's PSA to women after bar :
creep planted Apple AirTagon her ...

and tracked her
=% e

A model fears she was followed after a tracking device was planted in
her coat at a bar.

Brooks Nader raised safety fears after receiving a notification on her
iPhone that an unknown AirTag had been ‘'moving with her for a while’
and that ‘the owner could see its location.

The 26-year-old was horrified to realise the item, which is designed to
keep track of easily mislaid items like keys, had been slipped into her coat
pocket.

https://metro.co.uk/2022/01/07/model-brooks-nader-tracked-after-apple-airtag-put-in-her-
pocket-15881360/




1 | didn’t know the term at the time, but it was classic

gaslighting ¥/
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Gaslighting

From Wikipedia, the free encyclopedia

This article is about human behavior. For illumination derived from
burning gas, see Gas lighting.

Gaslighting is a colloquialism, loosely defined as making someone

question their own reality.[11l2]

The term may also be used to describe a person (a "gaslighter") who
presents a false narrative to another group or person which leads them
to doubt their perceptions and become misled (generally for the
gaslighter's own benefit), disoriented or distressed. Generally, this
dynamic is possible only when the audience is vulnerable, such as in
unequal power relationships, or when the audience is fearful of the
losses associated with challenging the false narrative. Gaslighting is

https://en.wikipedia.org/wiki/Gaslighting



Save the evidence: Because gaslighting can make you question
yourself, work on preserving evidence of your experiences. Keep

a journal, save text conversations, or keep emails so that you can
look back on them later and remind yourself that you shouldn't
doubt or question yourself.

https://www.verywellmind.com/is-someone-gaslighting-you-4147470



‘I was just really scared’: Apple
AirTags lead to stalking complaints

Police across the US have received reports of devices
intended to help locate lost items being used for nefarious
purposes

n early January, Brooks Nader, a 26-year-old Sports Illustrated swimsuit
model, was walking home alone from a night out in New York when she
received a disturbing iPhone notification telling her she was carrying an

“unknown accessory”.
https://www.theguardian.com/technology/2022/jan/20/apple-airtags-stalking-complaints-
technology



NEWS

Police: Waterbury man tracked victim’s car with
Apple AirTag

’l.. Peter Yankowski
7y Feb. 2,2022 | Updated: Feb. 2, 2022 10:18 a.m

MNaugatuck police cruiser
Contributed [ Naugatuck Police Department

https://www.ctinsider.com/news/article/Police-Waterbury-man-tracked-victim-s-car-with-
16825524.php




Eva &
¥ @evacide

Oh look. There is already a secondary market for
modified AirTags with the speaker disabled for “stealth
mode.” | hate everything so much right now.

A Wil @ ows - Feb 2
Replying to @evacide @publidave and @Etsy
whoabh, it's actually modified hardware, not just a sticker covering the speaker

etsy.com/listing/103245...

6:35 PM - Feb 2, 2022 - Twitter for iPhone

192 Retweets 16 Quote Tweets 635 Likes

9 () v, M

https://twitter.com/evacide/status/1488929112034926595



'Silent AirTags' With Speakers Removed Pop Up on Etsy,
eBay

ilent AirTag listings and online guides say silencing the speakers prevents thieves from finding them on stolen items, but privacy advocates
have stalking concerns.

@1 By Michael Kan 3 Feb 2022,12:32am. f ¥ in P

JTEE3D
€ Star Seller 442 sales 4.8 ¥ ¥ % % & (76 reviews)

. : Silent Apple AirTag - Speaker
I e n I r ag Disabed, Stealth Mode, Mute

$77.5 0 /" In stock

Pay in 4 installments of $19.37. Klama. Learn more

[]x Speaker Disabled

& Hooray! This item ships free
®

0

Highlights

¥ Handmade

https://uk.pcmag.com/mobile-phone-accessories/138509/silent-airtags-with-speakers-
removed-pop-up-on-etsy-ebay



How to Find/Spot a Silent AirTag Tracking you?

Finding or spotting a hidden AirTag can be tricky if it is silent. If you are an iPhone user,
you simply need to keep an eye on your device and see if it reports a notification of a

mysterious AirTag following you.

Ting Wi-Fi w T

.
0o6:45

Thursday, May 6

https://www.thetealmango.com/technology/silent-airtags-are-a-critical-privacy-concern-
find-out-why/



However, if you are an Android user, you might end up having a tough time. Apple provides
a free Android app known as that can help you scan for such privacy-
intruding AirTags. But, you’'ll have to manually do the scan every time you feel suspicious
or leave a public place.

There is another free Android app known as . The Academic Researchers in

Germany have developed it. This app can scan for AirTags continually, and will report it to
you once it finds one. However, you can’t use the app to disable it.

Although the simplest way to find or spot an anonymous AirTag is to keep a check on your
things, especially your car (and under it) using your eyes.

https://www.thetealmango.com/technology/silent-airtags-are-a-critical-privacy-concern-
find-out-why/



How to Protect yourself from Silent AirTags?

If you ever find an anonymous AirTag on or around your stuff, you can disable it wireless
using your iPhone or iPad, only if the OS version is 15.2 or higher. To do that, go to the
“Find My" app. Go to the “Items” tab and then tap on “Items that can track me.”

From there, tap on the “Unknown Items” prompt to scan for nearby AirTags and other Find
My-compatible tracking devices. When any device is detected, you can choose the option to

turn off tracking.

Juli's Backpack

SJuli"s Walket Yy ®
San Jose? San Jose?

Unknown ltems X Unknown ltems

1—

Wty youd Thenkc & maarbsy b s used Io rack your
location, you can digcover

After that, you can find the AirTag, pull it off, twist its cover, and remove its battery. Later,
you should also report the incident to the local police. However, if you are an Android user,

you’'ll have to do everything manually.




AirGuard - AirTag protection

Secure Mobile Networking Tools * % &
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With AirGuard you get the anti-tracking protection you deserve

The app periodically scans your surroundings for potential tracking devices, like AirTags or other Find

My devices.

The AirTags and other Find My devices are simple, small and perfect ta track Android users!
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I Used Apple AirTags, Tiles an
GPS Tracker to Watch My
Husband’s Every Move

A vast location-tracking network is being built around us
so we don’t lose our keys: One couple’s adventures in the
consumer tech surveillance state.

E
-

https://www.nytimes.com/2022/02/11/technology/airtags-gps-surveillance.html



‘1 have moments of shame I can't
control’: the lives ruined by explicit
‘collector culture’

without their co ) o PO
is not a crime. Now survivors: gein the Most viewed
law Live Ukraine crisis latest

https://www.theguardian.com/world/2022/jan/06/i-have-moments-of-shame-i-cant-control-
the-lives-ruined-by-explicit-collector-culture



uby will never forget the first time she clicked on the database

AnonlIB. It is a so-called “revenge porn” site and in January 2020,

a friend had texted her for help. Ruby is a secondary school

teacher, used to supporting teenagers, and her friend turned to
her for advice when she discovered her images were on the site.

“She didn’t send the thread that she was on,” says Ruby, 29. “She was
embarrassed, so she sent a general link to the site itself.” When Ruby opened
it, “I couldn’t believe what I was seeing. [ couldn’t believe that such an
infrastructure existed: something so well organised, so systematic, fed by the
people who lived around us.”

AnonlB was categorised by country - the US has the most entries, the UK is
next - but then broken down by region, city and local area. “And when I say
‘local’, it wouldn’t be ‘London’ or ‘Birmingham’, a city of any size would have
smaller, specific categories, like ‘Birmingham University students’,” says
Ruby. The thread for Ruby’s town (population 55,000) stretched to 16 pages
and with each intimate image of women and girls, there were comments
with as much identifying information as possible by local users - names,
surnames, the schools they had attended, who their relatives were. There

were also lots of “requests” for pictures of certain women - often called

“wins” (“Any wins on XXXX?” “There must be more of this slut out there.” “I
can now look her boyfriend in the eye knowing I've seen his missus naked.”)
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